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1.0 Overview

This document contains detailed instructions for connecting to the Private Physician
Network (PPN) using a virtual private network (VPN) from outside your practice.

The PPN provides VPN technology and two factor authentication to keep electronic
medical record (EMR) data safe as it travels from remote access locations to the PPN
network. The VPN service is an integrated component of the PPN.

The PPN can be accessed outside of the practice from a standard computer with an
Internet connection and Internet browser software such as Internet Explorer or Mozilla
Firefox. The Ministry of Health Services has contracted with TELUS to maintain two
VPN portal sites.. Two factor authentication is required to log in to both “VPN Web
Portal” sites.

Please use URL: https://vpnlppn.bc.ca as the Primary site.
The Secondary site URL: https://vpn2ppn.bc.ca should be used if
you are experiencing difficulties using the Primary site.

1.1 Virtual Private Network (VPN) Concept

VPNs maintain data privacy by encrypting data before transmitting it over a network. The
data is encrypted by special software at the sending end and then decrypted at the
receiving end. This technology provides a secure "tunnel” for transmitting information
that is not accessible to unauthorized users.

Once you have signed into the VPN Web Portal, you can launch your EMR application
(see instructions below) and all traffic over the Internet is contained within the secure
VPN “tunnel” and is encrypted for added security.

Your EMR vendor will provide you with the network address to launch your EMR
application from the VPN Web Portal.

1.2 Two Factor Authentication

Two factor authentication is a security process in which a user provides two means of
identification to logon to a computer application. Using two factors is a more secure
method of authentication compared to providing a single password alone. The two
factors involved are sometimes spoken of as ‘something you have’ and ‘something you
know’. The “something you have” is typically a physical token, such as a smart card or a
one time password generator (E.g.. key fob), and the other is something memorized
such as a security code or password.

The VPN uses a generated password from the TELUS-supplied RSA
> @ T SecurlD token (as shown on the left) that displays a ‘fokencode’ that
' : changes every sixty seconds. This is the ‘something you have’ factor.
A personal identification number (PIN) that you are required to
choose when you sign up for the service is the ‘something you know’ factor (see below
for instructions).



1.3 When to Use the VPN

You must always use the VPN Web Portal to access your EMR application from remote
locations outside your practice. All network traffic to your EMR application will be
encrypted and will flow through the VPN to the security services provided by the PPN.

% The URLSs or IP addresses provided for your EMR application will not be accessible
through the Internet without first establishing a VPN session. This is an additional
security feature to ensure that clinical data from your EMR cannot travel over the
Internet.

If you have registered for a PPN email account, you must use the VPN Web Portal to
access your PPN email from remote locations outside your practice.

% Note: Although the PPN Email bookmark is in the VPN portal, the PPN Email service
is not yet available. You will be notified when this service is available.

The VPN Web Portal is not recommended for accessing:

o All other Internet sites (e.g. Google or Up to Date): Only the EMR applications for
gualified EMRs are tested for security and reliability on the SSL VPN. Continue to
use your current approach for accessing these other Internet sites from remote
locations using an Internet connection outside of the VPN service.

o Your external email accounts (e.g. Hotmail, Gmail):Again, your current approach
for accessing your email from remote locations through an application such as
MS Outlook or browser should be followed. All of this network traffic will travel on
a standard path to the Internet.

IMPORTANT: The use of Internet sites and Email services through the VPN Web Portal,
other than qualified EMR applications and PPN email, is not supported through an EMR
vendor’s ‘Tier 1 support’ helpdesk.



A VPN Token package will be couriered, by TELUS, to the PPN contact at your
practice. The package will contain RSA SecurlD Tokens for those staff designated to
receive them. TELUS will also email or fax, to the PPN contact, the information
associated with each RSA SecurIlD Token (E.g. Username) along with this user guide.
Users will select their own PIN when they initially log in.

It is critical that each user keeps the RSA SecurlD Token, Username and PIN safe. If an
unauthorized person learns your PIN and obtains your token, this person could access
the PPN using your identity. Always take the following precautions:

o Select a PIN that uses the full 8 (maximum) characters rather than just the
minimum 4 characters;

o Select a PIN that has a combination of alpha and numeric characters (e.g.
witt9751);

Never reveal your PIN to anyone;

Keep your token safe — one suggestion is to clip it to either of your personal
home/car/office key rings; and

o If you think someone has learned your PIN notify the EMR vendor ‘Tier 1
support’ helpdesk immediately, so a request can be put forward to TELUS to
reset your PIN; and

o If your token is missing (lost or stolen) report this to TELUS.

Once you have a RSA SecurlD Token, a Username and a PIN, you can sign into the
VPN.



It is recommended that each practice contact their EMR vendor or technical support
vendor to determine if a VPN orientation can be provided as part of their implementation

process.

The orientation should be a walkthrough of the VPN service including sign in, accessing
the EMR application, and other features mentioned in this guide.



Before you proceed to access the EMR application via the VPN, please step through the
following checklist. This will minimize the possibility of you having any issues when
accessing the EMR application through the VPN.

} Ste
Step Required Corﬁ leted More

P Information

A
Verify Juniper’s "qualified” operating 0 Section 10: Supported
systems and browsers are installed on your Platforms
machine.
Allow VPN websites through local network a Your local IT Support
and user machine firewalls.
Install “Juniper Supported” Java 0 Section 10: Supported

Platforms

Install required EMR software (Citrix, RDP 0 EMR Vendor Support
or other clients)
Allow install of ActiveX from both VPN sites. 0 Your local IT Support
Allow running ActiveX from both VPN sites. 0 Your local IT Support
Allow pop ups from both VPN sites. 0 Your local IT Support
* Ensure the following can occur on user 0 Your local IT Support
machines:
When EMR applications are launched on
user machine, Juniper launches
executables and tries to connect to
additional ports on the loopback addresses
on (range 127.0.0.0 to 127.255.255.255)
Note: this step is usually automated unless
your computer is strictly locked down
Ensure you have the unique and correct 0 Your clinic’s PPN

VPN token assigned to your name

Contact

* contact your IT support if you are not sure what this means




5.0 Signing into the VPN
Once you have followed the checklist above , you may sign into the VPN.
5.1 Starting Your VPN Session

Follow these instructions to access and sign into the VPN Web Portal:
1. Open up your Internet browser.

2. In the URL field, type the following URL’s and hit enter
https:/lvpnlppn.bg.ca (Primary) or https://vpn2ppn.bc.ca (Secondary).

3 about:blank - Microsoft Internet Explorer

Fie Edit View Favorites Tools Help

GOm0 WA S =
e8] sboutblenk > v B ik & -

® internet

3. Once the URL loads, you will get the Sign In page (see next page):



23 Secure Remote Access for Private Physician Network - Microsoft Internet Explorer

EIEX
Fle Edit View Favortes Tools Hep o

Qe - Q \ﬂ g" .l\l /VWSEarEh ‘\:.‘:(Fammes @ s é- 2 el

Address | @] https: /fvpn opn be.¢a/dana-najauth/url_defauit/welcome coi

V‘GD Links | @3

BRITISH
Shaygd COLUMBIA

Welcome to the

Secure Remote Access for Private Physician Network

Username l:l Please sign in ta begin your secure session. If problems, sither click on the Help icon below, or call your EMR Vendor Support

Centre for assistance

&] Done

Figure 1: Sign In Page

4. In the Username field, type the user name provided in the information sent

by TELUS. (Your main practice contact “PPN Contact” will have this
information.

Important: If this is the first time you are logging in then follow steps 5to 11
below. For any subsequent logins please skip to step 12.

- 153 155
5. Hit your <Tab> key to move your cursor to the . @ L3 B
PIN+tokencode field. -

6. Type in your tokencode currently displayed on your token.

7. Click the Sign In button.
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You will get the following page:

2 Secure Remote Access for Private Physician Network - Sign-In NewPin - Microsoft Internet Explorer

CEX
Fie Edit View Favorites Tools Help o
Qe - © - [¥] [B] @ Psear Jrraos @ (- A- 10wl - @
Ar:-sss‘Ejhttps;:_-.‘nmnnnh danz-na/aLthjurl_s i VlGU Lnks | & -
BRITISH
“(.n].l‘\ﬂﬂ.\

Welcome to the
Secure Remote Access for Private Physician Network
(3) New PIN Required

You must create a new Perseonal Identification Number (PIN) before you can sign in. Your PIN should be 4 to 8 characters long.

Confirm PIN:

&] Done

S @ mternet

8. Inthe New PIN field type in a PIN that only you will know and remember. As

stated on the screen displayed above your PIN can be 4 to 8 characters long.

Note: For security reasons it is highly recommended that you use all 8

characters rather than the minimum 4 and that you use a combination of alph
and numeric characters (e.g. witt9751)

9. Hit your <Tab> key to move your cursor to the Confirm PIN field.
10. Re-type the PIN to make sure there are no typing errors.

11. Once finished click on Save PIN button.

11



12

You will get to the following page:

2 Secure Remote Access for Private Physician Network - Microsoft Internet Explorer

Fie Edt View Favorites Toos
Q- O @A O search Sloravertss 42 (2 M

T AT [ - ﬁ
Address \ej nttps:/fvpn 1opn. bc. ca/dana-na /auth/r_ i

[BEE
Hep "

BRITISH

iy COLUMBIA

v B s ” & -

Welcome to the

Secure Remote Access for Private Physician Network

Your new PIN has been saved. Be sure to remember your PIN, because you need it each time you sign in. To continue logging in, please wait for the code on your SecurlD
token to change and then enter your NEW PIN followed by the SecurlD token code.

Please sign in to begin your secure session. If problems, either click on the Help icon below, or call your EMR Vendor
Support Centre for assistance

&] Done:

S @ ntemet
12. In the Username field, type the user name provided by TELUS and sent to
your practice’s PPN Contact..

13. Hit your <Tab> key to move your cursor to the PIN+tokencode field.

14. Type the PIN you chose followed by the tokencode currently displayed on

your token. For example, if your PIN is 1234, and the current tokencode is
800261, enter 1234800261 without any spaces.

15. Click the Sign In button.



Note: The sign in process can often take a few seconds. Please be patient and avoid
pressing the Sign In button multiple times. After five unsuccessful attempts, the VPN
network will assume that there is an unauthorized access attempt, and you will be
required to call the EMR vendor “Tier 1 Support’ help desk to have it reset.

If your sign in is successful, you will be re-directed to the VPN Web Portal homepage
(see below)

3 VPN Web Portal for the Private Physician Network - Home - Microsoft Internet Explorer [AEE
Fle Edit View Favortes Tools Help e
@ Back - () |ﬂ E" ﬂ /,77 Search :\? Favorites {4] 4. :7 QJ ﬁ
Address (@] https: /fvon1oon.be. ca/dana nome findex.<gi v Be s * & -
Briiss i # ] i
OLUMBIA
e o Home | Preferences Help  Sign Qut
| [ Browse ] (tips)

Welcome to Secure VPN Web Portal for the Privata Physician Network, rhys.smallwood.

web Bookmarks ||| =+ |

[E Health Mail (Not ready for use yet) =

You don't have any terminal sessions.

Client Application Sessions ‘" ‘ ‘

#% Java Secure Application Manager =

JuniperWauf Net

Figure 2: VPN Web Portal homepage

You are now inside the PPN virtual private network. The following sections provide
instructions to add or modify an EMR vendor bookmark to the Web Bookmarks section
of the VPN Web Portal. The network traffic for any bookmarks launched from this
section will be sent over a secure and encrypted VPN tunnel to the PPN.

13



6.0 Using the VPN Web Portal

Your VPN Web Portal allows you to access your practice’s EMR application remotely. To
launch your EMR application, you need to log in to the VPN Web portal.

To launch your EMR application, you need to log in to the VPN Web portal for either a
Windows or non-Windows computer (E.g.: Macs). Each requires a different set of steps.

Important: Windows users should only use the method described in the section 6.1 below
and NOT the Java Secure Application Manager method (section 6.2) which has been only
set up to support non-Windows computers. Similarly non-Windows users should only use
the method described in section 6.2.

6.1 Windows users

The first time you log in to the VPN Web Portal you will not see a bookmark for your EMR
vendor. Application. You will need to add this bookmark in order to access your EMR
application. This only needs to be done once. Once it has been added, the EMR vendor
bookmark will be visible every time you log in to your VPN account.

Note: If you add a bookmark to the Primary ‘https://vpn1ppn.bc.ca’ portal page first time
you visit it, it will not be visible on the Secondary ‘https://vpn2ppn.bc.ca’ site and will need
to be added when you log to that site for the first time.

Log in to your VPN Web Portal homepage in the browser (see figure 2: VPN Web Portal
Home Page). You will see a ‘Web Bookmarks’ bookmarks section:

Follow these steps to add a Web bookmark:

1. Click the ‘+’ symbol (see image below)

You will see the “Add Web Bookmark” page displayed as follows:

14



2 VPN Web Portal for the Private Physician Network - Add Web Bookmark - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help

Q- O WEG Lo frrom @ @ AL @ @

Address|@ https: fupn 1opn,be. ca/dana home fhomepage. cgi?Location = dana fhome findex, e v|Go Links » @& -
BRITISH ) h'd =) B
Bl COLUMBIA
e e s Home Preferenc es Help  Sign Out

| [Bmwse ] (tips)

q:l | Add Web Bookmark

Bookmark Name: | ‘

Description:

* URL: [ | example: hitp://wmme.example.com

Display optio

F
@

[Jopen bookmark in a new window
[Do not display the Web browser's URL address bar
[]Do not display the Web browser's menu and the toolbar

Add bookmark?

* indicates raquired field

v
Copyright & 2001-2008 Juniper Networks, Inc. Juniper buu Net.
rights reserved.

&] Done ) @ Internet

Figure 3: Add Web Bookmark page

2. Fill out the fields as follows:

Bookmark Name: “EMR vendor name” (at your discretion to choose a different name)
Description: If you want to add a description to the bookmark you can enter it here.

URL: Your EMR vendor is responsible for providing you with the exact URL (or IP
address).

Under Display Options check the “Open bookmark in a new window” option. Uncheck the
other options.

15



Once completed press “Add Bookmark” button at the bottom of the page. Your Web Portal
home page should now look like this:

23 VPN Web Portal for the Private Physician Network - Home - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help

Q- © WG Do droow @2 4 5 @ #©

Address @] https:/fvpn1ppn.be.cajdanahome index. cgi

ATy,

v B s @ -
s U fh ¥ © 1

T Bt P e

Home  Preferences  Hels  Sign Out

| [ Browse ] (tips)

‘Welcome to Secure VPN Web Portal for the Private Physician Network, rhys.smallwood.

Health Mail OWA o
Health Mail Admin a
EMR Vendor Name o=

Terminal Sessions

You don't have any terminal sessions.

4 Java Secure Application Manager =

Copyright © 2001-2008 Juniper Networks, Inc. Juniper b“"r Net
All rights resarvad.

&] Done Sy @ Internet
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3. To launch the EMR application click on “EMR vendor” bookmark in the Web
Bookmarks section of the portal. A new browser window Will open up and take
you to EMR application login page.

‘2 VPN Web Portal for the Private Physician Network - Home - Microsoft Internet Explorer

Fle Edit View Favertes Tools  Help ar
. A 7 s . vl . LR
Qe - © \ﬂ @ (0 | jsearch G2 Favorites ) é = 1
Address [ ] https:/jvpn ppn.be.cajdana home index.ci v B s @ -
BRITISH i) 5 ] [7]
| Bl COLUMBIA
e Home Prafarencas slp  Sign Out
| [ Browse ips)
Wielcome to Secura VPN Web Portal for the Private Physician Network, rhys.smallwood.
web goskmarke | =+ v
[& Health Mail owa =
[E Health Mail Admin =
Q=0
You don't have any terminal sessions.
Client Application Sessions m | ‘
4 Java Secure Application Manager =
- Juniper Wour NBt
Cop! etwol I
0
&] Done Sy @ Internet

Note: In order to access the EMR application over the SSL VPN, you will still require
software clients for the specific EMR vendor application (example: Citrix or RDP clients).
Traffic from these clients will go over the PPN when you launch the EMR application.

(Contact your EMR vendor to find out where you can download the supported clients):

4. Once the EMR application is launched, please follow the instructions from ypur
EMR vendor on how to proceed.

To exit the EMR application and VPN, log out of the application first then use the “Sign
Out” link on the VPN Web portal page.

17



Editing or Deleting Bookmarks

If for some reason information was entered incorrectly for a Web Bookmark or you want to
change its name you can use the “ltem Properties” feature to edit the setting again.

Click the “ltem Properties” button to edit the Web Bookmark properties. Click the “Delete
Bookmark” Qutton if you want to delete the bookmark completely.

If you click the “ltem Properties” button for editing you will be taken to the following page:

18



A VPN Web Portal for the Private Physician Network - Edit Web Bookmark - Microsoft Internet Explorer

Fle Edit View Favorites Tools  Help o

Qs - © 1 [ ) Lo Froee @ 2- A W R

Address|@https:f/vpnlppr\‘hc‘ca/dana/hnmefed\ﬂ)k‘cg\’rnw:ﬁ v|Gu Links ™ @& -
BRITIS! &

'a“"‘?“%r‘: HEQ Draf:ncas I:?\)D S\QriiDut

| [ Browse ] (tips)

d]| Edit Web Bookmark

Bookmark Name: LEMRVendm name J

Description: ’7

* URL: | EMR Vendor application URL example: httpi/fwem.example.com

Display options

[¥]Open bookmark in & new window
[]Do not display the Web browser's URL address bar
[]De not display the Web browser's menu and the toolbar

Save changes?

* indicates required field

v
Copyright € 2001-2008 Juniper Networks, Inc. Juniper bcd Net.
rights reserved.

All rig|

&] Done Sy @ Internet

Here you can make your changes and then press “Save Changes” at the bottom of the
page.

6.2 Non-Windows Users

This section is for non-Windows users only. See previous section for Windows
users.

The steps to access the EMR application using a non-Windows system are different from
those for a PC user. Non-Windows users will utilize the JISAM (JAVA Secure Application
Manager) to create a connection to the EMR application.

IMPORTANT: JSAM must be launched (manually or automatically) before you can
sign into your EMR application.

19



Depending on which EMR vendor you have signed up with, JSAM will either launch
automatically or manually.

To make sure the JSAM window is launched, look for the following on your screen (usually
in bottom right of the screen):

BRITISH

Mgl CO1LUMEIA

Overview | Details

0K
Feb 27, 2009 12:06:38 PM
0 bytes

To exit JSAM, log out of the application first then use the “Log Out” link on the VPN Web
portal page.

6.2.1 Automatic Launch

Some EMR vendors have only a single URL or IP address for all their users. In this case
JSAM is configured to launch automatically.

To get access to your EMR, add the IP address or URL (provided by your EMR vendor) to
the Web Bookmarks section (see previous section 6.1). When you click on the link from a
non-Windows machine, JSAM will automatically launch.

After JSAM is launched, your EMR login page should display.
6.2.2 Manual Launch

Important: Not all EMRs require this configuration step. Please contact your EMR vendor
support for questions regarding this.

Some EMR vendors have multiple URLs or IP (per clinic or per a group of clinics)
addresses for their users. In this case JSAM has to be configured and launched manually.

20



Log in to your VPN Portal homepage in the browser. You will see a ‘Client Application
Sessions’ section with Java Secure Application Manager” (JSAM). Follow these steps to
setup your Connection:

3 VPN Web Portal for the Private Physician Network - Home - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help

O O @G Pue oo @2 4 5 @ -1

Address @] https:/fvpn1ppn be.cajdanajhome index. cgi v Be ks & -

] ¥ o 1

—
£ (_BIH'I[SII
il COLUMEIA

b o Place on Fanh Home Praferences Help Sign Qut

‘ [ Browse J (tips)

Welcome to Secure VPN Web Portal for the Private Physician Network, rhys.smallwood.

Web Bookmarks

+
Health Mail OWA =
=}

Health Mail Admin

Terminal Sessions

Client Application Sessions

#% Java Secure Application Manager

v
Copyright © 2001-2008 Juniper Networks, Inc. Juniper bo\! Net.
Al rights reserved.

1. Click the JSAM “ltem Properties” button.

You will see with the following screen:

‘ Client Applications

(_ﬁu:ld Applicarion.k.J {Options)

Client Applications

You don't have any client applications.
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2. Click “Add Application...”. You will see the following screen:

O | Client Applications =
Add Client Application

Name:

Description:

Remote Server:
Client Port:
Server Port:

1 Allow proxy to dynamically select an available port if the specified client port is taken

Add application?

Enter the information provider by your EMR Vendor.

3. Click “Add”. You will see the following screen:

‘ Client Applications

{Add Applicatinn...} (Dptinns:l

Client Applications

EME Name 2=
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4. Click the “Home” link in the top right corner of the window. You will see:

3 VPN Web Portal for the Private Physician Network - Home - Microsoft isicrnet Explorer

Fle Edit View Favorites Tools Help

Q- © A% Pome froew @) 2- A% @ E

Address @] https:/fvpn1ppn be.cajdanajhome index. cgi v Be ks & -

£, LBrmsn 0o # =) B

[ Setadl CoLunicin ome | ejetarancas || Helsl| Sianout
\ )

\/ ‘ [ Browse J (tips)

Welcome to Secure VPN Web Portal for the Private Physician Network, rhys.smallwood.

Web Bookmarks

Health Mail OWA

Health Mail Admin

Terminal Sessions

Client Application Sessions

#% Java Secure Application Manager

s
Copyright © 2001-2008 Juniper Networks, Inc. Juniper Bo\! Net
Al rights reserved.

5. Click the JSAM “Start” button.

On a Mac you may be prompted for your password as follows. If so enter it and hit Enter.

23



Authenticate

java requires that you type your password.

Mame: Usemame

Password:
b Details

(2 ( Cancel ) 0Kk

6. The following window will load outside of your browser.

806

_lﬂli ITISH
COLUMBIA

Overview | Details |

OK
Feb 27, 2009 12:06:38 PM
0 bytes

0 bytes

7. Click the “Details” Tab. You will see:
806

BRITISH
COLUMBIA

Overview | Details |

8. Make note of the numbers noted here. If yours are different record them here:

1234
127.0.1.10

24



Open our EMR application and use the numbers above to connect to the EMR application.
(Note: You may require additional instructions from your EMR vendor)

Editing or Deleting JSAM Client Applications

If for some reason information was entered incorrectly for a JSAM application or you want
to change its name you can use the “ltem Properties” feature to edit the setting again.

A VPN Web Portal for the Private Physician Network - Home - Microsoft Internet Explorer

Fle Edit View Favoritss Tools  Help &
Qe - © B @ {h psaard'\ *Favomb&s o Bv é. D‘: B
Address | @] https:/fvpn1ppn be.cajdanajhome index. cgi v Be ks & -

] ¥ © 1

= Praferences  Help  Sign Out

BRITISH
| By COLUMBIA

‘ [Emwse ] (tips)

Welcome to Secure VPN Web Portal for the Private Physician Network, rhys.smallwood.

Web Bookmarks

+
Health Mail OWA =
=}

Health Mail Admin

Terminal Sessions

Client Application Sessions

#% Java Secure Application Manager

v
Copyright © 2001-2008 Juniper Networks, Inc. Juniper bo\! Net
rights reserved.

1. Click the JSAM “ltem Properties” button.
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3 VPN Web Portal for the Private Physician Network - Client Apps - Microsoft Internet Explorer X
Fle Edit View Favorites Tools  Help a
Q- © B @0 Puo g @3- 45 W &
diress [{@] https: fvon topn b cajdanalcs/cs.cgi v Beo ks * & -

& » © 1

Hom= Preferences Help  Sign Out

BRITISH
| Byl COLUMBIA

‘ [Elruwse ] (tins)

‘ Client Applications

[ Add Application. /H Options ]

Client Applications
[ EMR Agplication 1 v

E EMR Application 2

"
Copyright ® 2001-2008 Juniper Natwarks, Tnc. Juniper bad Net

All rights reserved.

&] Done / S @ nternet

2. Click on “ltem Properties” to ediithe application.

3. To delete the application click “Options” and skip to instruction 4 below.
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4. You will see a screen similar to:

2} VPN Web Portal for the Private Physician Network - Edit Client Application - Microsoft Internet Explorer

File Edit View Favorites Tools Help a

Oum - O M@ G| P o @245 W -7

dlress [ 48] nttps: fvon topn . ca/danacs/cs_edd. cgtepp=123562227611933 v oo ks * @ -
BRITIS i

g 1 e » o 1

Hems Preferences  He=lp  Sign Out

‘ [Elruwse ] (tins)

Client Applications

Edit Client Application

Name: |EJ\4RApphmlAnnNamz

Description:

Remote Server: |URL erIP address

Client Port: l:l
Server Port: l:l

[ Allow proxy to dynamically select an available port if the specified client port is taken

Save changes?

Save Changes

"
Copyright @ 2001-2008 Juniper Networks, Inc. Juniper and Net
All rights reserved.

&]Done \ S B ntemet

You can make changes here and when done press “Save Changes”.
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5. To delete the EMR application for JSAM select the application and press delete.

Client Applications >

Client Application Properties

Save Changes Cancel

|_Bookmark Management |||

Your Bookmarks

“Move Up ) |EMR Application Naefl
o | EME Applicatige(TV;

[

[
Move Down

“sort by name 3

“Delete

| Options |||

_ Display my client application bookmarks before the permanent client application bookmarks.
| Save changes? |||

" Save Changes Y (“cancel ™

6.3 Browsing the Internet
Browsing the internet is not recommended through the SSL VPN service since only EMR
applications and PPN Email services have been tested for security and reliability.

While the Internet browse feature is currently available on the VPN Web Portal it is not
recommended for use and it may be removed at a future date.

To access the Internet without going through the VPN "tunnel”, exit from the VPN Web
Portal, either by ending your session (see section 5.5 below) or minimizing the Portal
browser window. Once done, you will be returned to your standard computer desktop
display, and you would follow your current procedure for Internet access through your
preferred browser.

IMPORTANT:

o Itis highly recommended that you have up to date Anti Virus software installed and
running on your computer when accessing Internet sites with sensitive information.

o Do not go to or open files from unknown or untrusted Internet sites.
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o Follow your practice’s current procedures for protecting any patient care data
accessed over the Internet from a remote location.

6.4 Other Features of the VPN Web Portal

There are other features available on the VPN Web Portal. Some of these are described
below:

‘2 VPN Web Portal for the Private Physician Network - Home - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help Iz

Qe - ©) - [¥] @ & O search e Faverites () | (- M- :; i@ I

Adchress €] httos: jvpn Lppn.be.cajdana home findex.cai

J BRITISH
[ g COLUNMBIA

Figurd 4: VPN Web Portal Features

VPN Web Portal homepage shortcuts
o Click on the British Columbia logo on top leff of the screen or Home icon

near the top right of your screen to go back to your VPN Portal homepage
o Preferences

o Clicking on this will allow you to re-order sedtions (Web Bookmarks, Web
Bookmarks) and change other preferences for the VPN Web Portal.

o Help

o This link will provide you with general information on the VPN User
Interface.

6.5 Ending Your VPN Session

1. To close the VPN session, simply click on “Sign Out” located at top right of the
screen.

-2 VPN Web Portal for the Private Physician Network - Home - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eBack - Iﬂ @ .ﬂ /I:] Search ‘?'::( Favorites €‘3 R é' :7 ﬂ
acéress [ @] btos:fupn oo be.cajdans home indes. ca v|Bleo s
BRITISH )
|‘.-( ()]?'\‘II!I.\ H?ng prg;znms I:;Ip \r\Hﬂut

I| | [ Browse ] (tips)

2. Once the screen below is displayed, you have successfully signed out of the
VPN.
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2 Secure Remote Access for Private Physician Network - Logout - Microsoft Internet Explorer

Fle Edit View

Favorites  Tools  Help

- N D <)
(€L D ¥ [&) €| O s avarites
efaultjelcome.cgp=logou

BRITISH

Bhaggd COLUMBIA

<

Welcome to the

Secure Remote Access for Private Physician Network

&] Done

8 @ et

Figure 5: Confirmation of Ending the Session

7.0 Troubleshooting

Your EMR vendor ‘Tier 1 Support’ help desk is your first line of support when accessing

your EMR vendor EMR or PPN email service through the VPN Web Portal. Other Internet

access from a remote location (E.g. home) through a standard Internet connection is not
supported through EMR vendor ‘Tier 1 Support’.

N
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Support information is available in:

o “EMR and PPN Support Quick Reference”: A quick reference
summary for physicians and staff about the technical support they can
expect to receive when experiencing EMR and PPN related problems,
as well as what they are responsible to resolve; and

o “EMR and PPN Support Responsibility Matrix”: A detailed description
of the roles and responsibilities for all parties involved in supporting
EMR and PPN implementations through PITO.

Both documents are available on the PITO web site at http://www.pito.bc.ca/



http://www.pito.bc.ca/

7.1 Unsuccessful Sign In

If thls message dISp|ayS Invalid usemams or password. Please re-enter your user nformation. ’ Wa|t f0r the tokencode

to refresh and try agw
@
= ETED

After five unsuccessful attempts, call the EMR vendor ‘Tier 1 Support’ help desk.

7.2 Next Tokencode Prompt

On occasion, even after you type your PIN or tokencode correctly, the system will prompt
you to enter the next tokencode in order to confirm your possession of the token. This is
called a ‘token resync’. If this happens, the following screen will display.

2 Secure Access SSL ¥PN - Sign-In NextToken - Microsoft Internet Explorer |ZHE|E|
f ;'J

File Edit Wiew Favorites Tools  Help
A ) L S A ¢
eﬁack M \ﬂ lg __l\] /,’Search . Favorttes E} T em = _J ﬁ ‘3
Address ﬁj https:f205.250.86, 163/dana-nafauthjurl_defaultflogin.cgi 3 4y

| e Juniper’

= NETWORKS

welcome to the

Secure Access SSL VPN

/% Token Resync Required

Please enter an additional token code to continue.

The server requires that you enter an additional token cade ta verify that your credentials are valid, To cantinue, wait for the token code to change and then
enter the new cade in the SecurlD Token Code field,

SecurlD Token Code: l:l

Figure 6: Token Resync Screen

1. Wait until the tokencode changes, and then type the new one. Enter only the
tokencode - do not enter your PIN. Note: The tokencode changes every 60
seconds.

2. If you are not granted access after correctly entering the next tokencode, call
the EMR vendor ‘Tier 1 Support’ help desk.

7.3 Multiple Sessions

If you try to open the VPN when a prior session is already established, (often due to not
signing out of a previous session), the following screen will display:
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2 Warning

There are already other user sessions in progress:

Login IP Address Last Access Time
24 6857158 2008-09-02 09:26:25 -0700 PDT

Continue will result in termination of the other session. Please select from one of the following
options:

Continue the session | Cancel‘

Figure 7: Multiple User Session Warning Screen

Click the NGO SEesioN | button to proceed.

7.4 Automatic Sign out of VPN session

Current settings on the VPN only allow for 8 hours of active
use. After that you will be required to log back in.

If you are inactive on the VPN for 10 minutes you will get a warning message:
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‘A VPN Web Portal for the Private Physician Netw: lome - Microsoft Internet Explorer

Fle Edit View Favorites Tools Help o

Qus- O W@ G P o @3- 4% @ E©

Address|ahttps:f/vpnlppr\‘hc‘ca/dana/hnmeﬁndex.tgl leu Links ? @y ~

ﬁ = BRITISH ) ¥ & B
cCLMEL Homa _ prafarances | Halp | Sian out

| [ Browse ] (tips)

‘Welcome to Secura VPN Web Portal for the Private Physician Network, rhys.smallwood.

Web Bookmarks =+ v

Health Mail OWA a
Health Mail Admin a
EMR Vendor Name =1

Terminal Sessions

You don't have any terminal sessions.

Client Application Sessions

M Java Secure Application Misasiee i AN =l

(2 tour ssssion il expre in S minute(s) due to nactiity, Plesse ciik [0K] & extend your sessin,

1 L
Copyright © 2001-2008 Juniper Networks, Inc. Juniper a“d Het
All rights resarved

@] Your session will expire in 5 minute(s) due to inactvity. | 8 P mtemet

Click “Ok” button to continue the VPN session.

If you are inactive for 15 minutes you will be automatically logged out for security reasons.
You will get the following message:
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‘A VPN Web Portal f i ici lome - Microsoft Internet Explorer

Fle Edit Favorites Tools  Help
Qe - © B @ @ psaan:h i‘\?Favomb&s [ 5] 8. é.. P‘ BB
Address @] https:/fvpn1ppn.be.cajdanahome index. cgi v B ks @ -

Q CB"“ ISH m P @ I

UMBIA
I B e o e Home | Preferances | Help | Sign Out

| [ Browse ] (tips)

‘Welcome to Secura VPN Web Portal for the Private Physician Network, rhys.smallwood.

Web Bookmarks + -

Health Mail OWA a
Health Mail Admin a
EMR Vendor Name =1

Terminal Sessions

You don't have any terminal sessions.

Client Application Sessions

Microsoft Internet Explorer

4 Java Secure Application Manager

(2 ) Vour ssssion sxpired dus to nactvity. Flesse cick [0K] to login sgain.

Copyright © 2001-2008 Juniper Networks, Inc.

Juniper anu-"nel\
All rights resarved

@] Your session expired due to inactivity. | | Sy @ Internet

If you click “OK* button then you will get following message:

cure Remote Access for Private Phr

2 https://vpnippn.bc.ca
BRITISH
COLUMBIA
e

Welcome to the

Secure Remote Access for Private Physician Network

gout - Microsoft Internet Explorer

Sorry, your session has timed out. For increased security, please close your browser.

Click here to sign in again

il | 3

<l

Figure 8: Session Expired Dialog Box
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To sign back in to the VPN Web Portal, use your username and pin+tokencode as
described earlier in this document.

7.5 VPN Server Busy

TELUS maintains two VPN Web Portal sites. The Primary site (https://vpnlppn.bc.ca)
and the Secondary site (https://vpn2ppn.bc.ca)

Please use URL: https://vpnlppn.bc.ca as the Primary site.
The Secondary site URL: https://vpn2ppn.bc.ca should be used if
you are experiencing difficulties using the Primary site.
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PITO provides a general requirement that the location and remote computer used for
accessing the VPN Web portal must be secure

See the Section 8 (Privacy and Security Policies) of the PITO Policies document
under the ‘Documents Library’ link at http://www.pito.bc.ca/Documents/default.htm.

More specifically, the Ministry of Health Services recommends that you have AntiVirus
software installed with the most up to date virus definitions and automatic updating
enabled. This will assist with preventing viruses and other malicious code from getting to
the PPN through your remote computer.

In the future, the Ministry may require some type of AntiVirus software prior to physicians
and their staff connecting to the VPN service.

Please contact your practice’s computer support person for recommended AntiVirus
software programs.
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9.0 Token Management Practices

This section describes the rules and procedures to be followed by the practice regarding
the management of tokens. This includes how to order new tokens, what to do when a
token is lost or stolen and what to do with a token when a staff member leaves the
practice.

9.1 Request for Additional Tokens

As part of the PPN services, each practice is entitled to a VPN Token for the following staff
(Baseline Allowance):

e Every PITO-qualified physician in the practice; and

e One token for the lead MOA/Administrative staff member

A PITO-qualified physician is a physician that has signed a PITO Registration Agreement
and has qualified for PITO funding.

Tokens are normally ordered, by the practice, in conjunction with the PPN circuit order
through the PITO Relationship Manager. This is done prior to the practice going live with
their EMR.

Additional tokens can be ordered by providing a valid business reason describing the
purpose and frequency of the token use. To request additional tokens the practice must
fill out the Additional Tokens Request form which can be found on the PITO Web Site at :
http:/Mmww.pito.bc.ca/cms/document-library/. For help in filling out this form please contact
your PITO Relationship Manager.

9.2 Token Deactivation, Reactivation, Reassignment

Deactivation
Tokens not being used should be deactivated. This will ensure the token is not used by
an unauthorized user.

The deactivation of a token is requested by completing the Token Deactivation Request
form and sending it to the email included on the form. This form can be found on the PITO
Web Site at: http://www.pito.bc.ca/cms/document-library/

Reactivation

Tokens which have been deactivated can be reactivated for use by the originally assigned
user. As an example, a practice may wish to deactivate a token if a physician goes on
sabbatical and then reactivate it on the physician’s return.

The reactivation of a token is requested by completing the Token Reassignment or
Reactivation Request form and sending it to the email included on the form. This form can
be found on the PITO Web Site at: http://www.pito.bc.ca/cms/document-library/
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Reassignment

Tokens can be reassigned to another user if the original user no longer needs the token
and a new user requires it for their work. Token that were deactivated can also be
reassigned. Some examples of when a token can be reassigned are described below.
Tokens should only be reassigned to another authorized practice member.

The reassignment of a token is requested by completing the Token Reassignment or
Reactivation Request form and sending it to the email included on the form. This form can
be found on the PITO Web Site at: http://www.pito.bc.ca/cms/document-library/

9.3 Lostor Stolen Tokens

If a user loses a token or a token is stolen, a replacement token can be provided.
However the missing token must first be deactivated so that it is not used by an
unauthorized individual.

The deactivation of a missing token and the request for a replacement token is requested
by completing the Token Deactivation Request form and sending it to the email included
on the form. This form can be found on the PITO Web Site at:
http://mww.pito.bc.ca/cms/document-library/

9.4 Faulty Token

If a user believes a token to be faulty a call should be placed to the EMR Vendor’s
Helpdesk. The EMR Vendor will triage the call to TELUS and confirm that the token is
faulty (based on a set of questions asked of the EMR Vendor). If the token is deemed to
be faulty it needs to be sent back to TELUS for confirmation and for a credit to the
Ministry.

MSS - Managed Secure Authentication Operations Team
Managed Authentication SecurID - RMA Department

9 - 3777 Kingsway

Burnaby B.C.

V5H-3Z7 Canada

In the meantime the faulty token should be deactivated and a replacement token
requested by completing the Token Deactivation Request form and sending it to the email
included on the form. This form can be found on the PITO Web Site at:
http://www.pito.bc.ca/cms/document-library/
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9.5 Tokens for Locums

9.5.1 Requesting A Token

A practice may request a token for a locum who is providing coverage for a PITO-qualified
physician at the practice. This request is made by completing the Additional Tokens
Request form which can be found on the PITO Web Site at:
http://www.pito.bc.ca/cms/document-library/

9.5.2 Departure of Locum

When the locum’s term of coverage at the practice has ended the VPN Token must be left
at the practice. The individual in charge of managing the tokens at the practice (usually
the PPN Contact) must then:

¢ Request that the token be deactivated; OR

¢ Request a reassignment of the token to another user.

The deactivation of a token is requested by completing the Token Deactivation Request
form and sending it to the email included on the form. This form can be found on the PITO
Web Site at: http://www.pito.bc.ca/cms/document-library/

The reassignment of a token is requested by completing the Token Reassignment or
Reactivation Request form and sending it to the email included on the form. This form can
be found on the PITO Web Site at: http://www.pito.bc.ca/cms/document-library/

NOTE: To ensure data security and patient privacy it is very important to collect and
deactivate or reassign a token left by the locum at the end of their term.

9.6 Tokens for Residents

9.6.1 Requesting A Token

A practice may request a token for a resident who is assigned to a PITO-qualified
physician at the practice. This request is made by completing the Additional Tokens
Request form which can be found on the PITO Web Site at:
http://www.pito.bc.ca/cms/document-library/.

9.6.2 Departure of Resident

When the Resident’s term of coverage at the practice has ended the VPN Token must be
left at the practice. The individual in charge of managing the tokens at the practice
(usually the PPN Contact) must then:

¢ Request that the token be deactivated; OR

¢ Request a reassignment of the token to another user.
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The deactivation of a token is requested by completing the Token Deactivation Request
form and sending it to the email included on the form. This form can be found on the PITO
Web Site at: http://www.pito.bc.ca/cms/document-library/

The reassignment of a token is requested by completing the Token Reassignment or
Reactivation Request form and sending it to the email included on the form. This form can
be found on the PITO Web Site at: http://www.pito.bc.ca/cms/document-library/

NOTE: To ensure data security and patient privacy it is very important to collect and
deactivate or reassign a token left by the resident at the end of their term.

9.7 Departure of Physician From Practice

When a PITO-qualified physician leaves the practice (e.g. retirement or change of
practice) the following procedures apply:

9.7.1 Physician Move to a Practice Using a PITO-Eligible EMR Vendor

If the physician is moving to another practice that is using a PITO-Eligible EMR Vendor the
physician should take his/her assigned VPN Token to the new practice as long as the
EMR Vendor at the new practice supports the TELUS VPN Tokens. Not all PITO-Eligible
EMR Vendors support the TELUS tokens. As of December 2010 the EMR Vendors that
support TELUS VPN tokens are:

e Wolf
e Intrahealth
e Osler

9.7.2 Physician Move NOT to a Practice Using a PITO-Eligible EMR Vendor

A departing physician must leave his/her VPN Token at the practice in the following
circumstances:
e Physician retiring
¢ Moving to a practice with a paper-based practice
¢ Moving to a practice using an EMR that is not PITO-Eligible
¢ Moving to a practice using a PITO-Eligible EMR Vendor but one that does not
support TELUS VPN Tokens.

As of December 2010 the EMR Vendors that do not support TELUS VPN tokens are:
e MedAccess
e EMIS

The physician must leave the token with the individual in charge of managing the tokens at
the practice (usually the PPN Contact). This person must then:

¢ Request that the token be deactivated; OR

¢ Request a reassignment of the token to another user.
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The deactivation of a token is requested by completing the Token Deactivation Request
form and sending it to the email included on the form. This form can be found on the PITO
Web Site at: http://www.pito.bc.ca/cms/document-library/

The reassignment of a token is requested by completing the Token Reassignment or
Reactivation Request form and sending it to the email included on the form. This form can
be found on the PITO Web Site at: http://www.pito.bc.ca/cms/document-library/

NOTE: To ensure data security and patient privacy it is very important to collect and
deactivate or reassign a token left by a physician.

9.8 Departure of Staff From Practice

When a non-physician staff member leaves a practice the VPN Token should be left
behind at the practice, even if they are going to a practice that supports the use of a VPN
Token. A new VPN Token can be requested at the new practice if applicable.

The staff member must leave the token with the individual in charge of managing the
tokens at the practice (usually the PPN Contact). This person must then:

¢ Request that the token be deactivated OR

¢ Request a reassignment of the token to another user.

The deactivation of a token is requested by completing the Token Deactivation Request
form and sending it to the email included on the form. This form can be found on the PITO
Web Site at: http://www.pito.bc.ca/cms/document-library/

The reassignment of a token is requested by completing the Token Reassignment or
Reactivation Request form and sending it to the email included on the form. This form can
be found on the PITO Web Site at: http://www.pito.bc.ca/cms/document-library/

NOTE: To ensure data security and patient privacy it is very important to collect and
deactivate or reassign a token left by staff member.

9.9 Returning Tokens No Longer Needed

There will be times when a practice no longer needs the TELUS tokens sent to them as
part of the PITO PPN implementation. This can occur when:

e A practice shuts down

e A practice opts out of the PITO program after having the PPN installed

e A practice switches to a vendor that does not use TELUS tokens

e A practice experiences a staff decrease, leaving them with unused tokens
When a practice no longer needs one or more of its tokens the tokens should be returned
to TELUS so that they can be deactivated and used by another practice in the PITO
program.
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To return the tokens, the Token Return form should be completed and the tokens should
be sent, with this form to the person and address indicated on the form.

The Token Return form can be found on the PITO Web Site at:
http://www.pito.bc.ca/cms/document-library/

NOTE: To ensure data security and patient privacy it is very important to collect and
return tokens no longer needed where they will be deactivated and safely stored.
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10.0 Quick Reference Summary

The following are the key steps to access the EMR application from a remote Windows
OS computer (for details and other OS please refer to previous sections in this guide):

1. In your browser go to one of the VPN sites. The URLs are:

Primary: https://vpnlppn.bc.ca
Secondary (if primary not available): https://vpn2ppn.bc.ca

2. Using the tokencode from your RSA SecurID token combined with a PIN and your user
name, log in to the VPN site from step 1. Note: Initial login requires you to only enter
the tokencode and choose a PIN (see previous sections for details).

3. Add a Web bookmark in the Web Bookmarks section of VPN website. Use the URL (or
IP Address) provided by EMR vendor.

4. You will also require an EMR application software client. If you do not have one,
download and install it using instructions from the EMR vendor.

5. Once you have added a Web Bookmark for the EMR application, click on the
bookmark. You will be taken to the EMR application’s login screen

6. Make sure you sign out of the EMR application as well as the VPN website once you
are finished.

7. Make sure your computer is secure by having a AntiVirus software installed with the
most up to date virus definitions and automatic updating enabled.
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11.0 Supported Platforms*

Juniper has provided a list of “qualified” and “compatible” platforms. In the section below,
you will find both. At a minimum your environment should match a scenario on the
“‘compatible” platforms list.However it is recommended that, in order to minimize problems,
your environment match a scenario in the “qualified” platforms list

i.e. “compatible” = minimum requirements
“qualified” = recommended requirements

Your environment must include a supported web browser in order to be able to log onto
one of the two VPN websites provided by TELUS for VPN access.

In addition, your environment must include the certain other supported components,
depending on your local platform and which EMR vendor you are using. There are three
different types of technology used by the range of qualified EMR vendors.

1. Web—for EMRs that use HTML/Javascript technology or EMRs that use a web
interface to launch their applications

2. Terminal Services —for EMRs that use Terminal Services technology (enables a
terminal emulation session on a Windows server or a Citrix Presentation Server)
such as Citrix or RDP for their applications. Juniper refers to these as

= Citrix Terminal Services (CTS)

=  Windows Terminal Services (WTS)

3. Java-Secure Application Manager (J-SAM) — for EMRs that require client/server
applications such as Citrix, Microsoft Terminal Services but are unable to use other
access types.

At minimum, you will need to have software listed below for Web browsing in order to log
onto VPN As well you may need software listed for Terminal services or J-SAM if your
selected EMR vendor requires either of these for EMR access

Note: contact your EMR support if you are unsure about the EMR application access
requirements.

! Source: http://www.juniper.net/support/products/sa/6.5/
(note: current Juniper IVE version is 6.5R3.1 but may change in future. Contact your EMR
support for current version)
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11.1 Minimum Requirements

Web Browsing

Compatible platforms: Platform

Operating System

Browsers and Java Environment

Windows

* Vista
Enterprise/Ultimate/Business/Home
Basic/Home Premium with Service
Pack 1 or 2 on 32 bit or 64 bit
platforms

* Windows 7
Enterprise/Ultimate/Professional/Ho
me Basic/[Home Premium on 32bit or
64 bit platforms (6.5R2 and above)
« XP Professional with SP2 or SP3
on 32 bit or 64 bit

2000 Professional SP4

« XP Home Edition SP3

* XP Media Center 2005

* Windows 2003 server SP2, 32bit
and 64 bit

* Internet Explorer 8.0 *

* Internet Explorer 7.0 *

* Internet Explorer 6.0 *

* Firefox 3.5

* Firefox 3.0

* Firefox 2.0

* Sun JRE 5/1.5.07 and above

* Microsoft JVM — for Windows 2000

(* Wherever-applicable)

Mac
* Mac OS X 10.6, 32 bit and 64 bit « Safari 1.2 and above
* Mac OS X 10.5.x, 32 bit and 64 bit * Sun JRE 5/1.5.07 and above
* Mac OS X 10.4.x, 32 bit only
* Mac OS X 10.3.x, 32 bit only
Linux

» OpenSuse 10.x, 32 bit only

» Ubuntu 7.10, 32 bit only

* Red Hat Enterprise Linux 5, 32 bit
only

* Firefox 2.0 and above
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Terminal Services

Compatible platform: Platform

Operating System

Browsers and Java Environment

Windows

* Vista
Enterprise/Ultimate/Business/Home
Basic/Home Premium with Service
Pack 1 or 2 on 32 bit or 64 bit
platforms

* Windows 7
Enterprise/Ultimate/Professional/Ho
me Basic/Home Premium on 32bit or
64 bit platforms (6.5R2

* Internet Explorer 8.0 (Wherever
applicable)
* Internet Explorer 7.0 (Wherever
applicable)

Java-Secure Application Manager (J-SAM)

Compatible platforms: Platform

Operating System

Browsers and Java Environment

Windows

* Vista
Enterprise/Ultimate/Business/Home
Basic/Home Premium with Service
Pack 1 or 2 on 32 bit or 64 bit
platforms

* Windows 7
Enterprise/Ultimate/Professional/Ho
me Basic/Home Premium on 32bit or
64 bit platforms (6.5R2 and above)
» XP Professional with SP2 or SP3
on 32 bit or 64 bit

+ 2000 Professional SP4

* XP Home Edition SP3

* XP Media Center 2005

» Windows 2003 server SP2, 32bit
and 64 bit

* Internet Explorer 8.0 *

* Internet Explorer 7.0 *

* Internet Explorer 6.0 *

* Firefox 3.5

* Firefox 3.0

* Firefox 2.0

* Sun JRE 5/1.5.07 and above

* Microsoft JVM — for Windows 2000

(* Wherever-applicable)

Mac

* Mac OS X 10.6, 32 bit and 64 bit
* Mac OS X 10.5.x, 32 bit and 64 bit
* Mac OS X 10.4.x, 32 bit only

 Safari 1.0 and above
* Sun JRE 5/1.5.07 and above
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11.2 Recommended Requirements

Web Browsing

Qualified platforms: Platform

Operating System : list of browsers and Java
Environment

Windows
* XP Professional SP3 32 bit: Internet Explorer 7.0
and Firefox 3.5.Sun JRE 6
* Vista Enterprise SP1 32 bit and 64 bit: Internet
Explorer 7.0 and Firefox 3.5.Sun JRE 6
» Windows 7 Enterprise 32 bit and 64 bit: Internet
Explorer 8.0 and Firefox 3.5 Sun JRE 6 (6.5R2 and
above)

Mac
* Mac OS X 10.5.0, 32 bit and 64 bit: Safari 3.2 Sun
JRE 6
* Mac OS X 10.4.3, 32 bit only: Safari 2.0. Sun JRE
5

Linux

» OpenSuse 11, 32 bit only: Firefox 3.0.Sun JRE 6
+ Ubuntu 8.10, 32 bit only: Firefox 3.0.Sun JRE 6

Terminal Services

Qualified platforms: Platform

Operating System : list of browsers and Java
Environment

Windows

* XP Professional SP3 32 bit: Internet Explorer 7.0,
Internet Explorer 8.0 and Firefox 3.0.Sun JRE 6

* Vista Enterprise SP1 32 bit: Internet Explorer 7.0,
Internet Explorer 8.0 and Firefox 3.0.Sun JRE 6

* Windows 7 Enterprise 32 bit: Internet Explorer 8.0
and Firefox 3.5 Sun JRE 6 (6.5R2 and above)
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Java-Secure Application Manager (J-SAM)

Qualified platforms: Platform

Operating System : list of browsers and Java
Environment

Windows
» XP Professional SP3 32 bit: Internet Explorer 7.0, 8.0
and Firefox 3.0.Sun JRE 6
» Vista Enterprise SP1 32 bit: Internet Explorer 7.0, 8.0
and Firefox 3.0.Sun JRE 6
» Windows 7 Enterprise 32 bit: Internet Explorer 8.0 and
Firefox 3.5 Sun JRE 6 (6.5R2 and above)
Mac
* Mac OS X 10.5.0, 32 bit and 64 bit: Safari 3.2 Sun JRE
6
* Mac OS X 10.4.3, 32 bit only: Safari 2.0. Sun JRE 5
Linux

* OpenSuse 11, 32 bit only: Firefox 3.0.Sun JRE 6
» Ubuntu 8.10, 32 bit only: Firefox 3.0.Sun JRE 6
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CHANGE CONTROL TABLE

Version Publish Delivery Audience Modified Change Reference
Date Mechanism By
V2.1 Aug 17/10 PITO Web Site & Clinics, EMR | M.Chauhan | New generic version
Emailed to EMR Vendors (non-vendor specific)
Vendors
V2.1a Sep 30/10 PITO Web Site Clinics, EMR | D.Von Removed reference
Vendors Ratenberg | to section 9.7
2.2 Dec 7/10 PITO Web Site Clinics, EMR | D.Von Added New section
Vendors Ratenberg | on Token
Management
Practices
2.2a Mar 25/11 PITO Web Site Clinics, EMR | D. Von Added security
Vendors Ratenberg | criteria re: PIN
2.2b Apr 21/11 PITO Web Site Clinics, EMR | D.Von Correction to PITO
Vendors Ratenberg | URLs
2.3 May 30/11 PITO Web Site Clinics, EMR | D.Von Addition of section 9.9
Vendors Ratenberg | — Returning Tokens

49




